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DETAILED ACTION 

1. Claims 1-41, 43-47, 49, 50, 52-62, 64-93, 95-99, 101, 102 and 104-114 are pending. 
Applicant has amended claims 1, 49, 50, 52, 64, 101,102 and 104. 

Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.1 14. Applicant's submission filed on 2/17/2009 has been entered. 

Claim Rejections - 35 USC § 112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

4. Claims 43 and 95 are rejected under 35 U.S.C. 1 12, first paragraph, as failing to comply 
with the written description requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to reasonably convey to one skilled in the relevant 
art that the inventor(s), at the time the application was filed, had possession of the claimed 
invention. 

Claim 43 recites "wherein the at least one dynamically alterable condition dependent rule 
that specifies the desired behavior for the software component comprises a combination of static 
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rules and dynamic rules", which is not supported by the specification because the specification 
seems to disclose the system has two type of rules: static rules and dynamic rules (page 6, lines 
2-6), dynamic rules can be changed by a system administrator based on conditions (page 13, line 
22 - page 14, line 6), and static rules can specify whether to consult the dynamic rules during the 
valuation process of the intercepted request. 

Claim 95 suffers the same problem as claim 43 above, and is rejected under the same 
ground of rejection. 

Claim Rejections - 35 USC §103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 1-5, 8-9, 13-17, 19, 26-28, 30, 35-41, 43, 47, 49-50, 53, 54, 58-60, 64-69, 71, 78- 
80, 82, 87-91, 92-93, 95, 99, 101-102, 104-106 and 110-112 are rejected under 35 

U.S.C. 103(e) as being unpatentable over Deianov et al. (U.S. 6,529,985 Bl) in view of 
Douglis et al (U.S. 6,587,877 Bl). 

As to claim 1 , Deianov teaches intercepting a service request (intercepting the system 
call; col. 3, lines 30-31 and col. 6, lines 28-38) made by a software component (processes 107; 
col. 6, lines 46-48 and col. 8, lines 15-16), evaluating the service request based on at least one 
rule (when a process makes a system call 115 that is to be intercepted, the interception module 
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111 executes; col. 8, lines 13-28), an original data in the service request (process identifier; col. 

7, lines 9-23. Notes that "or" is used, so meeting the original data meets the limitation), and at 
least one of a present software system state (examiners the execution flag 131 ... executing; col. 

8, lines 29-31. Again, because the limitation recites " at least one of a present system state and a 
past software system state", meeting a present system state is enough), dynamically selecting at 
least one desired behavior from among several behaviors for the software component based on 
the evaluation (execute the system call wrapper, or execute the system call 115 when the call was 
made by the wrapper; col. 8, lines 21-34), and dynamically controlling the software component 
such that the software component executes the selected desired behavior (execute system call 
wrapper or execute the actual system call; col. 8, lines 16-55). 

Deianov does not teach dynamically alterable condition dependent rule, wherein the at 
least one dynamically alterable condition dependent rule is alterable while the requesting 
software component is running. However, Douglis teaches dynamically condition dependent 
rule, wherein the at least one dynamically alterable condition dependent rule is alterable while 
the requesting software component is running (In step 1 1 8C, the user decides to continue, 
essentially overriding the set conditions ... information service; col. 7, line 27 - col. 8, line 5col. 
4, lines 1-15, col. 5, line 51 - col. 6, line 20). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to apply the teaching of Douglis to the system of Deianov because Douglis teaches a 
system/method that provide a reactive architecture that supports user-specified adaptation under 
various operating condition (col. 2, lines 24-30). 
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As to claim 2, Deianov teaches intercepting a service request comprises intercepting a 
software supported system call (system call; col. 3, lines 30-31 and col. 6, lines 28-38). 

As to claim 3, Deianov teaches intercepting a software supported system call further 
comprises redirecting an entry in an interrupt vector table to alternative code (replace the pointer 
... executes instead; col. 6, lines 21-27). 

As to claim 4, Deianov teaches intercepting a hardware supported system call (access of 
the system hardware; col. 1, lines 31-40). 

As to claim 5, Deianov teaches intercepting a hardware supported system call further 
comprises redirecting an entry in an interrupt vector table to alternative code (system call 
wrapper; col. 1, line 67 - col. 2, line 2 and col. 6, lines 21-27). 

As to claim 8, Deianov teaches intercepting a subroutine based service (a system call is a 
subroutine; col. 1, lines 31-40). 

As to claim 9, Deianov teaches intercepting a subroutine based service further comprises 
redirecting the subroutine call instruction to alternative code (system call wrapper; col. 1, line 67 
- col. 2, line 2 and col. 6, lines 21-27). 
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As to claim 13, Deianov teaches executing alternative code in response to intercepting the 
service request (When a process makes a system call ... of the calling process; col. 8, lines 15- 
28). 

As to claim 14, Deianov teaches executing alternative code in addition to calling the 
service request (When a process makes a system call ... of the calling process; col. 8, lines 15-28 
and the system call was made by the wrapper; col. 8, lines 44-55). 

As to claim 15, Deianov teaches the alternative code performs an operation with a same 
purpose as that of the service request (inherent from the wrapper makes the system call; col. 8, 
lines 44-55). 

As to claim 16, Deianov teaches the alternative code performs an operation with a 
different purpose from that of the service request (inherent from the wrapper may or may not 
make the system call; col. 8, lines 44-55). 

As to claim 17, Deianov teaches preventing execution of the service request (col. 2, lines 

8-15). 

As to claim 19, Deianov teaches preventing code that executes in response to interception 
of the service request from accessing at least some data (col. 2, lines 8-15). 
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As to claim 26, see rejection of claim 13 above. 
As to claim 27, see rejection of claim 14 above. 
As to claim 28, see rejection of claim 17 above. 
As to claim 30, see rejection of claim 19 above. 

As to claim 35, Deianov teaches preventing code that executes in response to interception 
of the service request from accessing a system resource (col. 2, lines 3-13). 

As to claim 36, Deianov teaches the system resource comprises a network (opening a 
network communication channel; col. 1, lines 36-39). 

As to claim 37, Deianov teaches the system resource comprises a storage media (reading 
data from a file; col. 1, lines 36-39). 

As to claim 38, Deianov teaches the system resource comprises a file system (file system; 
col. 2, lines 9-10). 

As to claim 39, Deianov teaches the system resource comprises a specific file (reading 
data from a file; col. 1, lines 36-39). 
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As to claim 40, Deianov does not teach the system resource comprises configuration 
information. Deianov teaches system calls can access system hardware or software resources, file 
system (col. 1, lines 31-39 and col. 2, lines 9-19). It would have been obvious that the system 
resource also include configuration information. 

As to claim 41, Deianov does not teach the configuration information comprises registry 
data. However, it is well known in the art that the configuration information includes registry 
data 

As to claim 43, Deianov as modified teaches the at least one alterable condition 
dependent rule that specifies the desired behavior for the software component comprises 
dynamic rules (see Doughs: col. 5, line 63 - col. 6, line 16). 

As to claim 47, Deianov teaches wherein the rules that specify the desired behavior for 
the software component are based on at least one of the following criteria: a user with which the 
software component is associated; identity of the software component; a time at which the 
software component is executing; history of the software component; a source of the software 
component; data which the software component attempts to access; functionality that software 
component attempts to execute; and computer network resources that the software component 
attempts to access (determining the calling process 107; col. 7, lines 7-23. It is noted that the 
reference needs only teach one of the above criteria). 
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As to claim 49, Deianov teaches an intercepting module (interception module), 
intercepting a service request made by a software component (intercepting the system call; col. 3, 
lines 30-31 and col. 6, lines 28-38 and processes 107; col. 6, lines 46-48 and col. 8, lines 15-16), 
an altered states engine (interception module 111, initialization module 123; col. 7, lines 7-9), for 
evaluating the service request based on at least one rule (selectively intercept system calls; col. 6, 
lines 35-45), an original or modified data in the service request (process identifier; col. 7, lines 9- 
23. Notes that "or" is used, so meeting one of the two meet the limitation), and at least one of a 
present software system state (examiners the execution flag 131 ... executing; col. 8, lines 29-31) 
and a past software system state (the interception module ... wrapper 125; col. 8, lines 16-19), 
for dynamically selecting at least one desired behavior from among several behaviors for the 
software component (execute the system call wrapper, or execute the system call 115 when the 
call was made by the wrapper; col. 8, lines 21-34), alternative code for executing in response to 
an intercepted service request made by the software component (system call wrapper; col. 5, 
lines 52-53), for controlling the software component such that the software component executes 
the selected desired behavior (col. 8, lines 16-28), the alternative code being coupled to the 
altered states engine (col. 8, lines 56-58), wherein each software portion can be stored in the 
memory and executed by the processor (col. 5, lines 50-62). 

Deianov further teaches the interception module provides the functionality of the 
intercepting module and the altered state engine (intercepting the system call; col. 3, lines 30-31 
and interception module 111, initialization module 123; col. 7, lines 7-9). It would have been 
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obvious to one of ordinary skill in the art that the interception module can be implemented as the 
intercepting module and the altered state engine for easier maintain. 

Deianov does not teach dynamic alterable condition dependent rule, the altered states 
engine being coupled to the interception module, at least one rules database, for storing at least 
one dynamically alterable condition dependent rules, the rules database being coupled to the 
altered states engine. 

Deianov does not teach dynamically alterable condition dependent rule, wherein the at 
least one dynamically alterable condition dependent rule is alterable while the requesting 
software component is running, the altered states engine being coupled to the interception 
module, at least one rules database, for storing at least one dynamically alterable condition 
dependent rules, the rules database being coupled to the altered states engine. 

However, Douglis teaches dynamically condition dependent rule, wherein the at least one 
dynamically alterable condition dependent rule is alterable while the requesting software 
component is running (In step 1 18C, the user decides to continue, essentially overriding the set 
conditions . . . information service; col. 7, line 27 - col. 8, line 5col. 4, lines 1-15, col. 5, line 5 1 - 
col. 6, line 20), the altered states engine being coupled to the interception module, at least one 
rules database, for storing at least one dynamically alterable condition dependent rules, the rules 
database being coupled to the altered states engine (databases of TEleWeb variables 26 and 
conditional actions 28, and a communications manager 30; see Fig. 1 and associated text and col. 
5, lines 51-55). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to apply the teaching of Douglis to the system of Deianov because Douglis teaches a 
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system/method that provide a reactive architecture that supports user-specified adaptation under 
various operating condition (col. 2, lines 24-30). 

As to computer system claim 50, it is the same as the method claim of claim 1 and is 
rejected under the same ground of rejection. 

As to claim 52, see rejection of claim 1 above. Deianov further teaches a computer 
readable medium on which the program codes are stored (inherent from "an interception module 
is loaded into the operating system"; col. 3, lines 34-36 and col. 5, line 63 - col. 6, line 4). 

As to claim 53, see rejection of claim 13 above. 

As to claim 54, see rejection of claim 19 above. 

As to claims 58-60, see rejections of claims 26-28 above. 

As to claim 64, see rejection of claim 1 above. Deianov further teach an altered state 
engine (The initialization module; col. 7, lines 30-36). 

As to claims 65-69, see rejections of claims 13-17 above. 



As to claim 71, see rejection of claim 19 above. 
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As to claims 78-80, see rejections of claims 26-28 above. 
As to claim 82, see rejection of claim 30 above. 
As to claims 87-93, see rejections of claims 35-41 above. 
As to claim 95, see rejection of claim 43 above. 

As to claims 99, 101-102 and 104-106, see rejections of claims 47, 49, 50, 53-54 above. 

As to claims 110-1 12, see rejections of claims 58-60 above. 

7. Claims 44-46 and 96-98 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Deianov et al. (U.S. 6,529,985 Bl) in view of Douglis et al (U.S. 6,587,877 Bl) further in 
view of Joshi et al. (US 2002/0091798 Al). 

As to claim 44, Deianov as modified by Douglis do not teach modifying the dynamic 
rules in response to behavior of the software component. However, Joshi teaches modifying the 
dynamic rules in response to behavior of the software component (page 6, paragraph [0103]). It 
would have been obvious to one of ordinary skill in the art at the time the invention was made to 
apply the teaching of Joshi to the system of Deianov because Joshi teaches an alternative method 
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that the dynamic rule can be altered based on different condition, i.e., in Joshi case, is the 
behavior of the software component. 

As to claim 45, Deianov does not teach wherein modifying the dynamic rules further 
comprises responsive to an attempt by the software component to access specific data, creating a 
rule that specifies that the software component cannot access other data. Joshi teaches responsive 
to an attempt by the software component, consulting a rule that specifies whether the software 
component can or cannot access other data (page 5, section 97). 

As to claim 46, Deianov does not teach wherein modifying the dynamic rules further 
comprises responsive to an attempt by the software component to access specific data, creating a 
rule that specifies that the software component cannot perform certain functionality. Joshi 
teaches responsive to an attempt by the software component, creating a rule that specifies 
whether the software component cannot perform certain functions (page 5, section 0097). 

As to claims 96-98, see rejections of claims 44-46 above. 

8. Claims 6-7 and 10-12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Deianov et al. (U.S. 6,529,985 Bl) in view of Douglis et al (U.S. 6,587,877 Bl) further in 
view of APA (Admitted Prior Art). 
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As to claim 6, Deianov does not teach intercepting a service request comprises 
intercepting a software library based subroutine call. APA teaches intercepting a service request 
comprises intercepting a software library based subroutine call (page 9, lines 13-15). It would 
have been obvious to one of ordinary skill in the art to combine the teaching of Deianov and 
APA because this would improve the system of Deianov by allowing intercepting different type 
of service requests, not only the system calls. 

As to claim 7, Deianov does not teach intercepting a software library based subroutine 
call further comprises modifying at least one dynamically linked library. APA teaches 
intercepting a software library based subroutine call further comprises modifying at least one 
dynamically linked library (page 9, lines 13-15). 

As to claim 10, Deianov does not teach intercepting a subroutine base service further 
comprises patching machine language entry code of the subroutine. APA teaches intercepting a 
subroutine base service further comprises patching machine language entry code of the 
subroutine (page 9, lines 15-16). 

As to claim 1 1 , Deianov does not teach intercepting a service request comprises 
intercepting a service dispatch mechanism based on dynamic name resolution. APA teaches 
intercepting a service request comprises intercepting a service dispatch mechanism based on 
dynamic name resolution (page 9, lines 17-18). 
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As to claim 12, Deianov does not teach intercepting a service dispatch mechanism based 
on dynamic name resolution further comprises modifying service lookup name space. APA 
teaches intercepting a service dispatch mechanism based on dynamic name resolution further 
comprises modifying service lookup name space (page 9, lines 17-18). 

9. Claims 20-23, 31-32, 55, 72-75, 83-84 and 107 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Deianov et al. (U.S. 6,529,985 Bl) in view of Douglis et al (U.S. 
6,587,877 Bl) further in view of Chieu et al. (U.S. 6,587,888 Bl). 

As to claim 20, Deianov does not teach allowing code that executes in response to 
interception of the service request to access alternative data, different from requested data. Chieu 
teaches allowing code that executes in response to interception of the service request to access 
alternative data, different from requested data (col. 5, lines 41-43). It would have been obvious to 
one of ordinary skill in the art at the time the invention was made to combine the teaching of 
Deianov and Chieu because Chieu provides a method to implementing a dynamic software 
wrapper for discovery of non-exported functions and subsequent method interception. 

As to claim 21, Deianov does not explicitly teach the alternative data comprises a copy of 
at least some data. Chieu teaches the alternate data comprises a copy of at least some data (col. 5, 
lines 41-43). 
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As to claim 22, Deianov teaches code that executes in response to the interception of the 
service request comprises at least alternative code (The interception module ... of the calling 
process; col. 8, lines 16-28). 

As to claim 23, Deianov teaches code that executes in response to the interception of the 
service request comprises at least the service request (col. 8, lines 15-28 and lines 44-46). 

As to claims 31-32, see rejections of claims 20-21 above. 

As to claim 55, see rejection of claim 20 above. 

As to claims 72-75, see rejections of claims 20-23 above. 

As to claims 83-84, see rejections of claims 31-32 above. 

As to claim 107, see rejections of claim 55 above. 



10. Claims 18, 29, 61, 70, 81 and 113 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Deianov et al. (U.S. 6,529,985 Bl) in view of Douglis et al (U.S. 6,587,877 
Bl) and Chieu et al. (U.S. 6,587,888 Bl) further in view of Smale (U.S. 5,764,985). 
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As to claim 18, Deianov does note teach returning a value to the software component so 
as to simulate execution of the service request, without actually calling the service request. 
Smale teaches returning a value to the software component so as to simulate execution of the 
service request, without actually calling the service request (col. 5, lines 15-20). It would have 
been obvious to one of ordinary skill in the art to combine the teaching of Deianov and Smale 
because Smale provides a method to provide extended functionality to the lower level functions. 

As to claim 29, see rejection of claim 18 above. 

As to claim 61, see rejection of claim 29 above. 

As to claim 70, see rejection of claim 18 above. 

As to claim 81, see rejection of claim 29 above. 

As to claim 113, see rejection of claim 61 above. 



11. Claims 24-25, 56-57, 76-77 and 108-109 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Deianov et al. (U.S. 6,529,985 Bl) in view of Douglis et al (U.S. 6,587,877 
Bl) further in view of Fin et al (U.S. 5,537,548). 
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As to claim 24, Deianov does not teach passing alternative parameters to code that 
executes in response to interception of the service request. Fin teaches passing alternative 
parameters to code that executes in response to interception of the service request (col. 4, lines 
56-59). It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teaching of Deianov and Fin because Fin provides a method to modify 
the pass-in arguments to be processed by the new functions/codes. 

As to claim 25, Fin teaches creating the alternative parameters by modifying original 
parameters passed to the service request (col. 4, lines 56-59). 

As to claims 56-57, see rejections of claims 24-25 above. 

As to claims 76-77, see rejections of claims 56-57 above. 

As to claims 108-109, see rejections of claims 76-77 above. 



12. Claims 33-34, 62, 85-86 and 1 14 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Deianov et al. (U.S. 6,529,985 Bl) in view of Douglis et al (U.S. 6,587,877 
Bl) further in view of Smale (U.S. 5,764,985). 
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As to claim 33, Deianov does not teach returning an alternative value to the software 
component. Smale teaches returning an alternative value to the software component (col. 5, lines 
12-20). 

As to claim 34, Smale teaches creating the alternative value by modifying a value 
returned by the service request (col. 5, lines 12-20). 

As to claim 62, see rejection of claim 33 above. 

As to claims 85-86, see rejections of claims 33-34 above. 

As to claims 1 14, see rejection of claim 62. 

Response to Arguments 

13. Applicant's arguments with respect to claims 1, 49, 50, 52, 64, 101,102 and 104 have 
been considered but are moot in view of the new ground(s) of rejection. 

The rejection also has been clarified to show how Deianov teaches the evaluation step is 
based on three elements. 

Conclusion 

14. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See PTO 892. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DIEM K. CAO whose telephone number is (571)272-3760. The 
examiner can normally be reached on Monday - Friday, 7:30AM - 4:30PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
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